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I. Introduction  
The Final HIPAA Omnibus Rule updates the Breach Notification decision process by 
introducing several new concepts or requirements including: 

 A Breach is presumed to have occurred when first discovered. It is up to the covered 

entity or business associate to demonstrate a low probability that PHI has been 

compromised. 

 A new four-factor risk assessment must be used to establish the probability that PHI 

has been compromised; all four factors must be considered and documented unless 

the covered entity proceeds directly to the appropriate notification of individuals and 

HHS. 

 Notification requirements remain the same as established in the Interim Final Breach 

Notification Rule. 

 
II. Purpose of this Issue Brief  

The following decision process can be used to guide efforts in establishing probability 
and requirements for notification. This is based on the Breach discovery: 
1. Is the data “protected health information” (“PHI”)?   (See 45 C.F.R. 160.103) 

If the data is not PHI, stop here. No further action is needed from a HIPAA 
Breach Notification standpoint. 

 

2. Is the data “unsecured PHI”? (See 45 C.F.R. 164.402)  PHI that is not 

rendered unusable, unreadable, or indecipherable to unauthorized persons 

through the use of a technology or methodology specified in HHS’ 

guidance?  (Guidance published: 74 Federal Register, Pages 4270, 42742)  

NOTE:  This applies to electronic and hard copy PHI. 

If your review determines with complete assurance the PHI is secured (for 
example a laptop was lost or stolen that had data encryption enabled and there is 
no evidence the encryption key has been compromised), and you can document 
that the method for securing the PHI was enabled as of the breach, you can stop 
here. Document your review and the finding that the breach did not involve 
“unsecured PHI”. Document any remedial actions such as training or revision of 
policy and procedure to reduce the likelihood of another possible breach from 
reoccurring. 
If not, proceed to the next steps. 

 



 
 

3.  Determine and document whether the incident falls under one of the 

exceptions of the breach definition: 

a. Unintentional access to PHI in good faith in the course of performing one’s 
job and such access does not result in further impermissible use or 
disclosure. 

b. Inadvertent disclosure of PHI by a person authorized to access PHI at a 
covered entity or business associate to another person authorized to access 
PHI at the same covered entity, business associate or affiliated organized 
health care arrangement (OHCA).  

c. When PHI is improperly disclosed but the covered entity or business 
associate believes in good faith that the recipient of the unauthorized 
information would not be able to retain the information.  

 
If the disclosure falls into one of these exceptions, notification is not necessary. You can 
stop at this point. It is suggested you review the pre-amble of the Interim Final Rule for 
further examples of the above exceptions.  Be certain you have adequately documented 
the exception determination! 
 
If the disclosure does not fall into one of these exceptions, proceed to the next step. 
 

Note: If your organization decides to proceed immediately to notification, the four-factor 
risk assessment is not necessary. Document your actions for notification, and conduct 
the appropriate follow up remedial actions described below. 
 

 
III. Documentation 
 

A completed risk assessment is necessary after discovering a breach of 
unsecured protected health information (PHI).  To determine probability of a 
compromise to the PHI and whether breach notification is required, the HIPAA 
Breach Notification Rule requires consideration of at least four factors: 
 
1. The nature and extent of the PHI involved, including the types of identifiers 

and the likelihood of re-identification. 

a. Identifying financial and demographic data: Social Security number, credit 

cards, financial data 

b. Clinical data: Diagnosis, treatment, medications 

c. Behavioral health, substance abuse, sexually transmitted diseases 

 
2. The unauthorized person who used the PHI or to whom the PHI was 

disclosed. 

a. Does the person have obligations to protect privacy and security? 

b. Does the person have the ability to re-identify the PHI? 

 



 
 

3. Whether the PHI was actually viewed or accessed. 

a. For example, was a stolen laptop later recovered and IT analysis found that 

PHI was never accessed, viewed, transferred or otherwise compromised, 

although opportunity existed? 

 
4. The extent to which the risk to the PHI has been mitigated. 

a. Can the person who received the PHI provide satisfactory assurances that 

the PHI will not be further used or disclosed or that it will be destroyed? 

b. What level of effort has been expended to prevent future related issues and 

or to lessen the harm of the actual breach? 

 
IV. Next Steps 
 

Work with your legal counsel/risk management team per your Risk Analysis/Risk 
Management internal protocols to confirm the probability the PHI has been 
compromised and if such probability requires notification. 
6. Can it be concluded that there is a low probability that the information has 

been compromised?  If so, notification is not necessary.  Complete your 
documentation and retain for future reference or investigations. 

 
For a medium or high finding that data has been compromised, work with legal 
counsel/risk management team/Privacy/Security Officers to complete the appropriate 
notification steps for each individual affected.   These should be thoroughly documented 
in your organization’s Breach Reporting/Notification Policy and Procedure. 

 
V. Remedial Steps 
 

Remediation must be considered even for a low probability breach determination-as any 
breach discovery is also a HIPAA security incident that requires response and reporting. 

 

 Is there a system or procedure in place for discovery of breaches? Does this 

apply to both covered entity and their business associates? 
 

 Has the entire workforce been trained in the need for prompt reporting of 

privacy and security breaches? Are meaningful sanctions or consequences 

applied for untimely reporting of breaches? Is documentation maintained of 

the training and the sanctions? 

 

 Is there a procedure in place to remediate the cause of the breach, if possible 

and demonstrate that it is not likely to re-occur? 

 
WEDI Note:  As a best practices Project Management step, it is recommended 
that you conduct a post review.   Use the opportunity to gather those who 



 
 

participated in the breach assessment and determine if processes should be 
revised to make the overall identification, reporting and assessment more 
efficient for future issues.  
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