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April 30, 2020
COVID-19 Cyber Threat Resources

 
Cyber-criminals may take advantage of the current COVID-19 global pandemic for their own financial
gain or other malicious moMves.  However, resources are available to raise awareness of COVID-19
related cyber threats and help organizaMons detect, prevent, respond, and recover from these threats. 
Below are resources that may be of interest to the healthcare community.

Cyber A_ack Quick Response Checklist: Following the WannaCry ransomware a_ack in 2017, the HHS
Office for Civil Rights (OCR) developed a checklist and corresponding Infographic that idenMfies the
steps for a HIPAA covered enMty or business associate to take in response to a cyber-related security
incident.  With the increase in COVID-19 related malicious acMvity, HIPAA covered enMMes and business
associates are encouraged to review this checklist and infographic for steps to take in the event it
encounters a cyber-related security incident.
 
COVID-19 Email Phishing Against U.S. Healthcare Providers: The FBI issued a noMce regarding email
phishing a_empts targeMng healthcare providers. These phishing a_empts leverage COVID-19 related
subject lines and content in an a_empt to distribute malicious a_achments.  The noMce includes
informaMon on how to idenMfy specific phishing a_acks and recommends acMons to take when such
a_acks are encountered.
 
Online ExtorMon Scams Increasing During The Covid-19 Crisis: The Internet Crime Complaint Center
(IC3) released an advisory regarding an increase in reports of online extorMon scams.  This advisory
includes informaMon on how to recognize online extorMon scams and steps to take protect oneself
from these scams.
 
SelecMng and Safely Using CollaboraMon Services for Telework: Due to the COVID-19 global pandemic,
many people are working from home using various video conferencing and online collaboraMon tools.
The NaMonal Security Agency (NSA) published a noMce that includes criteria to consider when selecMng
an online collaboraMon tool as well as informaMon on how to use online collaboraMon tools securely.
 
COVID-19 VTC ExploitaMon: The increased use of video conferencing and online collaboraMon tools has
led to an increase in malicious acMvity seeking to exploit the unsecure use of these tools.  The HHS
Health Sector Cybersecurity CoordinaMon Center (HC3) released a white paper outlining ways these

https://nam01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.hhs.gov%2Fsites%2Fdefault%2Ffiles%2Fcyber-attack-checklist-06-2017.pdf&data=02%7C01%7Ctatiana%40miami.edu%7C88701139f387471e651e08d7ed3fb105%7C2a144b72f23942d48c0e6f0f17c48e33%7C0%7C1%7C637238730120150209&sdata=CJxGgd9RBhP46M0S%2Fhwj9UxZtX2Hc4r4WQ4r1%2BZF4qc%3D&reserved=0
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https://nam01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fcontent.govdelivery.com%2Fattachments%2FUSDHSCIKR%2F2020%2F04%2F27%2Ffile_attachments%2F1436494%2FCOVID_Phishing_FLASH_4.20_FINAL.pdf&data=02%7C01%7Ctatiana%40miami.edu%7C88701139f387471e651e08d7ed3fb105%7C2a144b72f23942d48c0e6f0f17c48e33%7C0%7C1%7C637238730120160204&sdata=yy2MkZWijRmkdC8GMigqTbj7GOvasmntgzdAW06dlp0%3D&reserved=0
https://nam01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.ic3.gov%2Fmedia%2F2020%2F200420.aspx&data=02%7C01%7Ctatiana%40miami.edu%7C88701139f387471e651e08d7ed3fb105%7C2a144b72f23942d48c0e6f0f17c48e33%7C0%7C1%7C637238730120170194&sdata=IwV4ThyFAU0I2Xfnp5%2FltpzSNsdy5Q4oEhWIGGNeqq0%3D&reserved=0
https://nam01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fmedia.defense.gov%2F2020%2FApr%2F24%2F2002288652%2F-1%2F-1%2F0%2FCSI-SELECTING-AND-USING-COLLABORATION-SERVICES-SECURELY-LONG-FINAL.PDF&data=02%7C01%7Ctatiana%40miami.edu%7C88701139f387471e651e08d7ed3fb105%7C2a144b72f23942d48c0e6f0f17c48e33%7C0%7C1%7C637238730120170194&sdata=%2BSBTx%2BCz%2F0gyrlFDVW%2Bp6ET0tfhHHiDBT31FBuCXjF8%3D&reserved=0
https://nam01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fcontent.govdelivery.com%2Fattachments%2FUSDHSCIKR%2F2020%2F04%2F27%2Ffile_attachments%2F1436539%2FTLPWHITE_UNCLASSIFIED_20200402-COVID-19%2520VTC%2520Exploitation%2520%2528002%2529.pdf&data=02%7C01%7Ctatiana%40miami.edu%7C88701139f387471e651e08d7ed3fb105%7C2a144b72f23942d48c0e6f0f17c48e33%7C0%7C1%7C637238730120180193&sdata=PDWvcs8HzZukenyZ%2BYTys78FxUNDNMXItp4X%2B67lx4w%3D&reserved=0
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tools could be exploited and recommendaMons to miMgate these issues.
 
COVID-19 Cyber Threats: The HC3 also produced a brief on COVID-19 related cyber threats.  This brief
includes details on the increase in COVID-19 related malicious acMvity as well as informaMon on how
COVID-19 themed phishing a_acks and websites are used as lures to trick users into downloading
malicious soeware or direcMng users to malicious websites.
 
OCR’s Cyber Security Guidance Material may be found here:  h_ps://www.hhs.gov/hipaa/for-
professionals/security/guidance/cybersecurity/index.html.  For more informaMon related to HIPAA and
COVID-19, please visit:  h_ps://www.hhs.gov/hipaa/for-professionals/special-topics/hipaa-
covid19/index.html. 
 

###
This email is being sent to you from the OCR-Security-List listserv, operated by the Office for Civil
Rights (OCR) in the US Department of Health and Human Services.

This is an announce-only list, a resource to distribute information about the HIPAA Privacy and
Security Rules. For additional information on a wide range of topics about the Privacy and Security
Rules, please visit the OCR Privacy website at http://www.hhs.gov/ocr/privacy/index.html. You can
also call the OCR Privacy toll-free phone line at (866) 627-7748. Information about OCR's civil rights
authorities and responsibilities can be found on the OCR home page at
http://www.hhs.gov/ocr/office/index.html.

If you believe that a person or organization covered by the Privacy and Security Rules (a "covered
entity") violated your health information privacy rights or otherwise violated the Privacy or Security
Rules, you may file a complaint with OCR.&NBSP; For additional information about how to file a
complaint, visit OCR's web page on filing complaints at
http://www.hhs.gov/ocr/privacy/hipaa/complaints/index.html.

To subscribe to or unsubscribe from the list serv, go to https://list.nih.gov/cgi-bin/wa.exe?
SUBED1=OCR-SECURITY-LIST&a=1
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